
UY BAN NHAN DAN 	LONG HOA XA HOI CHU NGHIA VItT NAM 

TiNH TAY NINH 
	 Decl;ap — Tyr do —114nh phtic 

S6: 234 /KH- UBND 	Tay Ninh, ngay 25 thong 01 nam 2021 

KE HOACH 
Dam bao an toan an ninh thong tin cac he tit:411g thong tin dm tinh trong 

thoi gian Dai hei edit thin XIII cfia Bang Ara cac dip 16, th nam 2021 

Nham tang cu6ng bao dam an toan, an ninh mpg, khong de bi dOng, bat 
ng6 vai mgi tinh huong tan cong mpg va phat tan thong tin xau dOc trong tiled 
gian din ra cac six kien lon cua dot mr6c. Dac biet la Dai hOi dai bieu toan quOc 
lan thir XIII ciia Dang, Tet Nguyen dan Tan Sim va cac ngay 18 trong nam, Uy 
ban nhan dan tinh ban hanh ke hoach dam bao an toan an ninh thong tin, cu the 
nhix sau: 

I. 1VWC DICH, YEU CAU 

1. Muc Bich 

- Quy dinh trinh ter, each thirc thirc hien, kiem soot viec xir 13'T sir c6 khi bi tan 
cong mang hoac xay ra six c6 d6i vai he thOng thong tin gay anh hung den hog 
dOng 	chung la sir CO an toan thong tin mpg) nham giam thieu tac dOng cua 
sir co mot each nhanh ch6ng, kip thai va hieu qua. 

- Dam bao hog Ong On dinh xuyen suOt cac trang thong tin, he thOng phan 
mem dung chung cua tinh va cac he thOng phan mein oh cac S6, ban, nganh dang 
van hanh tai Trung tam tich hop dir lieu (TTTHDL) cua tinh trong thai gian Dai 
hOi ran thir XIII dm Dang, cac dip 16, tect nam 2021. 

2. Yeu can 

- Khac phpc six co va phpc 116i hoat Ong dm he thOng thong tin mot each 
nhanh nhat (neu he thong bi pha hoai). Hoac duy tri hoat dOng binh thuong cua 
he thOng thong tin vai six giam sat an ninh a min dO cao (twang hgp he tilting 
khong bi pha hoai ma chi 10 lot thong tin). 

- Co s6 vat chit, nguOn lire phai dugc uu tien cho ding tac xir 13"/ sir co. 
- Bao cao ngay Lanh ciao UBND tinh ngay khi xay ra six co gay mat an toan 

thOng tin tren dia ban tinh 

II. NO DUNG 
1. Tuyen truy6'n, phi!) bin cac van ban quy phum phap IWO; tap huAn 

nang cao nh4n thirc, kien thirc, ky-  Wang v'e an town thong tin mpg 

- TO chirc hOi nghi tuyen truyen, ph6 bien ve Luat An toan thong tin mpg; 
Luat An ninh mpg; Nghi dinh s6 85/2016/ND-CP ngdy 01/7/2016 cua Chinh 
phi" ve bao dam an toan he thong thong tin theo cap d0; Quyet dinh 
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s6 05/2017/QD-TTg ngay 16/3/2017 dm Thil Prang Chinh phd ban hanh quy dinh 
ye he th6ng phuong an irng dru khan cap bao dam an toan thong tin mpg quoc 
gia; ThOng to s6 03/2017/TT-BTTTT ngay 24/4/2017 cila BO Thong tin va 
Truyen thong quy dinh chi ti& va huang clan mot s6 dieu cua Nghi 
dinh 85/2016/ND-CP ; Thong to s6 20/2017/TT-BTTTT ngay 12/9/2017 dm BO 
Th6ng tin va Truyen thong quy dinh ve dieu ph6i, (mg ciru sir c6 an toan thong 
tin mpg tren toan qu6c. 

- Tap hudn nang cao nhan thirc, kien thirc, ky nang ve an toan thong tin 
mang cho can bO, cong chirc, vien chirc. 

- Dun vi chu tri: Sa Thong tin va Truyen thOng. 
- Don vi phi hop: Cac so', ban, nganh tinh; UBND cac huyen, thi xa, thanh 

ph6; cac don vi c6 lien quan cua tinh. 

2. Danh gia cac nguy co', sir co an toan thong tin man 
Danh gia hien tang va kha nang bao dam an toan thong tin mang cua cac 

he th6ng th6ng tin va cac d6i Wang can bao v'e; danh gia, dix bao cac nguy co, sir 
c6, tan ding mpg c6 the xay ra vai cac he th6ng thong tin va cac d6i Wong can 
bao ve; danh gia, du bao cac hau qua, thiet hai, tac Ong co the c6 neu xay ra six 
c6; danh gia v'e hien tang phuong tien, trang thiet bi, cong cu h6 tra, nhan luc, 
vat lire phtic vu ai pho, irng cdu, khac phuc six c6. 

- Don vi thuc hien: Cac so', ban, nganh tinh; UBND cac huyen, thi 
thanh ph6. 

- Don vi phi hop: Don vi chuyen trach irng dru six c6 (SO. Th6ng tin va 
Truyen thong); DOi irng cau sir c6 an tan thong tin mang cUa tinh; cac don vi 
lien quan khac. 

3. Xfiy dtyng phtrung an dtii pho, *lig dim (IOi 	mot so tinh hung sty 
et; cu the 

D6i vaci mOi he th6ng thong tin, chuong trinh, ang dung, can xay dung tinh 
hu6ng, kich ban sir c6 cu the va dua ra phuong an d6i ph6, irng ciru sir c6 tuong 
irng. Trong phuong an doi phO, irng cUu phal dat ra duac cac tieu chi a c6 the 
nhanh chong xac dinh dtroc tinh chat, mire dO nghiem trong dm sir c6 khi six c6 
xay ra. Viec xay dung phuong an d6i phO, irng dru sir c6 can dam bao cac not 
dung sau: 

a) Phuong phap, each thi c de xac dinh nhanh chang, kip thei nguyen 
nhan, ngu6n g6c sir c6 nham ap dung phuong an di ph6, irng dru, khAc phuc sir 
c6 phii hop: 

- Su co do bi tan cong mang; 
- Su c6 do 18i dm he th6ng, thiet bi, phan mem, ha tang ky thuat hoac do 

1Oi dtrong dien, dual-1g truyen, hosting...; 
- Su c6 do loi ctia ngued quan tri, van hanh he th6ng; 
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- Su c6 lien quan den cac tharn hoa tg nhien nhu bac, 114, Ong dat, hoa 
hop v.v... 

b) Phuong an d6i pho, dng dm, khac phgc su c6 d6i voi mot hoac nhieu 
tinh hu6ng sau: 

- Tinh hu6ng six c6 do bi tan cong mang: 
+ Tan cong tir chi dich v*; 
+ Tan cong gia mao; 
+ Tan cong s* dung ma dOc; 
+ Tan cong truy cap trai phep, chiem guy& dieu khien; 
+ Tan cong thay d6i giao dien; 
+ Tan cong ma hoa phan mem, dir lieu, thiet 
+ Tan cong pha hoai thong tin, du lieu, phan mem; 
+ Tan cong nghe trOm, gian diep, lay cap thong tin, du lieu; 
+ Tan cong tong hgp s* dung ket hqp nhieu hinh thirc; 
+ Cac hinh th*c tan cong mang khac. 

- Tinh hu6ng six c6 do 16i dm he th6ng, thief bi, phan mem, ha tang ky 
thuat: 

+ Six c6 ngu6n dien; 
+ Sir c6 throng ket not Internet; 
+ Six c6 do 16i phan mem, phan cirng, *ng dung cila he th6ng thong tin; 
+ Six c6 lien quan den qua tai he th6ng; 
+ Su c6 khac do 18i cua he th6ng, thiet bi, phan mem, ha tang ky thuat. 

- Tinh hu6ng six c6 do 16i cua nguOi quan tri, van hanh he th6ng: 
+ L6i trong cap nhat, thay d6i, cau hinh phan cirng; 
+ Loi trong cap nhat, thay d6i, cau hinh phan mem; 
+ L6i lien quan den chinh sach va thu tuc an town thong tin; 
+ L6i lien quan den viec dixng dich vu vi 13'T do bat buOc; 
+ C6i khac lien quan den nguari quan tri, van hanh he th'6ng. 

- Tinh hu6ng six c6 lien quan den cac tham h9a to nhien nhu bao, lut, dOng 
dat, hoa hoan v.v.... 

c) Cong tac to chirc, dieu hanh, phi hgp girra cac lgc lugng, giira cac to 
chirc trong d6i ph6, ngan chan, *rig dm, khac phgc six c6. 

d) Phuang an ve nhan Igc, trang thiet bi, phan niern, phuong tien, cong c*, 
va dg kien kinh phi a thgc hien, d6i pho, irng ciru, XCT ly d6i 	tang tinh hu6ng 
sg c6 cu the. 

- Don vi chu tri: SO.  Thong tin va Truyen thong; 
- Don vi phi hgp: Cac sO', ban, nganh tinh; UBND cac huyen, thi xa, thanh 

ph6; DOi tirng ciru six co an toan thong tin mang cua tinh; 

4. TriL khai hoat dOng thtthng trtyc, dieu phoi, xir 1ST, frng ctin sty a) 
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Trien khai cac hog Ong thugc trach nhiem cua cac Ca quan, dan vi lien quan 
theo quy dinh tai Dieu 11, Dieu 12, Dieu 13, Dieu 14 ye ode not dung lien quan 
khac thugc Quyet dinh so 05/2017/QD-TTg ngay 16/3/2017 dm Thu Wong Chinh 
phd ban hanh quy dinh ve he th6ng phucmg an irng ciru khan cap bao dam an toan 
thong tin mang qu6c gia (sau day ggi tat IA Quyet dinh s6 05/2017/QD-TTg). 

Dix phong kinh phi, nhan lire, vat . * thuong true san sang Ung ciru sly c6; 
trien khai dieu hanh ph& hap to chirc irng ciru va thgc hien irng ciru, xir ly, ngan 
chart, khac phgc sir c6 khi có sly c6 xay ra. 

a) Bao cao sly co an toan thong tin mang theo quy dinh tai Dieu 11 Quyet 
dinh s6 05/2017/QD-TTg, Dieu 9 Thong tu 20/2017/TT-BTTTT. 

- Dan vi thgc hien: 
+ Dan vi van hanh he th6ng th6ng tin (cac So, nganh; UBND cap huy'en) 

bao cao ca quan Chu quail he th6ng thong tin, SO( Thong tin va Truyen thong. 
+ ThOng tin va Truyen thong bao cao ca quan UBND tinh, Ban Chi dao 

xay dung chinh quyen dien tir tinh, Ca quan dieu ph& qu6c gia va bao cao Ca 
quan thuarng true va Ban Chi dao qu6c gia ve irng ciru sly c6. 

- Thai gian thvc hien: Ngay khi xay ra su c6 va dugc duy tri trong sueit qua 
trinh irng dru su co. 

b) Tiep nhan, phat hien, phan loai va xir 1.5,  ban &au sly c6 an toan thong tin 
mang theo quy dinh -Lai Dieu 12 Quyet dinh s6 05/2017/QD-TTg cua Thu Wang 
Chinh phu va Dieu 10 Thong tu 20/2017/TT-BTTTT cua B8 Thong tin va Truyen 
thong. 

- Dan vi chu tri: 	Thong tin va Truyen thong; don vi van hanh he th6ng 
thong tin (cac so', ban, nganh tinh; UBND cac huyen, thi xa, thanh ph6). 

- Dan vi phi hap: Ca quan dieu phi qu6c gia (Trung tam Ung ciru khan 
cap khong gian mpg Viet Nam —VNCERT/CC); to chug, ca nhan giri thong bao, 
bao cao sir c6; don vi cung cap dich vu an toan thong tin mang (neu có); cac don vi 
chirc nang lien quan. 

- Thai gian thirc hien: Ngay sau khi phat hien sly c6 hoac nhan duce thong 
bao, bao cao sly co cua to chirc, ca nhan. 

c) Quy trinh irng cuu sly co an toan thong tin mang th8ng thuong va nghiem 
trgng theo quy dinh tai Dieu 13 va Dieu 14 Quyet dinh s6 05/2017/QD-TTg cua 
Thu Wong Chinh phu va Dieu 11 Thong to 20/2017/TT-BTTTT cua B8 Thong 
tin va Truyen thong. 

5. Tri6'n khai huAn luy0, ditn tip, phong ngira sty di, giam sat Oat 
WO, bao dam cac dieu kien s'an sang doi pith, ling cut', khac phuc Sly co 

Xay dgng cac not dung, nhiem vu cu the can trien khai nham phong ngira 
str c6, giam sat phat hien, huan luyen, dien tap, bao dam cac dieu kien sari sang 
d6i pH), *rig ciru, khac phgc sly c6, cu the bao 
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a) Trien khai cac chuang trinh hudn luyen, di8n tap. 
Hun luyen, din tap cac phixang an d6i pho, irng cdu six co twang rang A/6i 

cac kich ban, tinh hung six c6 cu the; hudn luyen, dien tap nang cao ky nang, 
nghiep vu phi hap, irng cdu, ch6ng tan cong, xir 1ST ma d6c, khac phpc six c6; 
tham gia hudn luyen, din tap \Tung, mien, qu6c gia, qu6c t6. 

- Dan vi chu tri: So.  ThOng tin va Truyen thong; D6i irng cdu six c6 an toan 
th6ng tin mang cua tinh. 

- Dan vi ph6i hap: Dan vi van hanh he tilting thong tin (cac so, ban, nganh 
tinh; UBND cac huyen, thi xa, thanh ph6); Ca quan dieu ph6i qu'Oc gia (Trung 
tam irng cdu khAn cap khong gian mang Viet Nam — VNCERT/CC); cac don vi 
chdc nang lien quan. 

b) Cac not dung, nhiem vu nham phang ngira su co va phat hien sam su co 
Giam sat, phat hien sam nguy ca, su c6; kiem tra, danh gia an toan thong 

tin mpg va ra vet, b6c gee, phan tich, xir I57 ma dOc; ph6ng ngira su c6, quan 1)'T 
rui ro; nghien cdu, phan tich, xac minh, canh bao su co, rui ro an toan thong tin 
mpg, phan mem doc hai; xay dung, ap dung quy trinh, quy dinh, tieu chudn an 
toan thong tin; tuyen truyen, nang cao nhan thirc ve nguy ca, su co, tan cong 
mang. 

- Dan vi chu tri: S6 Thong tin va Truyen thong; dan vi van hanh he thOng 
thong tin (cac sa, ban, nganh tinh; UBND cac huyen, thi xa, thanh ph6); DOi irng 
cdu su co an Wan thong tin mang cua tinh. 

- Dan vi pho'i hap: Ca quan dieu ph6i quOc gia (Trung tam irng cdu khAn 
cap khong gian mpg Viet Nam — VNCERT/CC); the dan vi chtrc nang lien quan. 

c) Trang bi, nang cap trang thiet bi, cong cu, phuang tien, gia han ban quyen 
phan mem phijc vu dng cdu, khac phuc su c6; chudn bi cac dieu kien bao dam, di,r 
phong cac nguOn luc va tai chinh de szan sang dOi pho, irng dm, khac pinic khi six 
co xay ra; to chirc hog dOng cua d6i irng ciru six co; thue dich vu ky thuat va t6 
chirc, duy tri d6i chuyen gia irng cdu su co; to chirc va tham gia cac hog d6ng ctla 
mpg 1u6i irng cdu su CO. 

- Dan vi chu tri: Sa Thong tin va Truyen thong; dan vi van hanh he thOng 
thong tin (cac s O, ban, nganh tinh; UBND cac huyen, thi xa, thanh ph6); D6i irng 
cdu six co an toan thong tin mang cua tinh. 

- Dan vi phOi hap: Ca quan dieu phOi quOc gia (Trung tam ang cdu khAn 
cap khong gian mpg Viet Nam — VNCERT/CC); cac don vi chirc nang lien quan. 

III. TO CITUC THVC HIOT 

1. Cac ban, nganh tinh; UBND cac huy41, thi xa, thanh pho 
- Xay dung not dung a trien khai cac nhiem vu dugc giao tai Ke hoach nay. 
- Phan cong lank dao phv trach va thanh lap hoac chi dinh b6 phan dau m6i 

chiu trach nhiem ve an toan thong tin mang dm co quan, dan vi. 
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- Thong bao, phi hap voi cac don vi c6 lien quan khi xay ra six c6 gay mat 
an toan thong tin. 

2. So' Thong tin va TruyLi thong 
- Xay dung ke hoach dam bao an toan thong tin, dam bao hoat dOng tai 

Trung tam tich hgp dir lieu tinh. 
- Lam dAu m6i, to chirc thvc hien viec tier, ni*-1 va xir ly cac six cove ATTT 

mpg tren dia ban tinh. 
- Tham muu, hung dan to chirc thuc hien, don d6c, kiem tra, danh gia, 

giam sat cong tac bao dam an toan thong tin theo Ke hoach nay. 
- Theo dOi, huong dan, kiem tra, giam sat viec thvc hien trng pho six c6 dam 

bao an toan thong tin mango cac so., ban, nganh tinh va Uy ban nhan dan cac 
huyen, thi xa, thanh ph6. 

3. Cong an tinh 
- Ph6i hop v6i So. Thong tin va Truyen thong tham muu UBND tinh ban 

hanh ke hoach, phuang an irng pho six c6 an toan thong tin mpg ten dia ban tinh. 
- T6 chirc, chi dao, trien khai cong tac phang, ch6ng, dieu tra tOi pham lgi 

clung he th6ng mpg de xam pham an ninh qu6c gia, gay mat an toan thong tin 
mang, mat trat tix an toan xa hOi. 

- Phi hop vii So Th6ng tin va Truyen thong kiem tra, xit ly cac vi pham 
ve an toan thong tin mpg theo quy dinh. 

- Ho tra the ca quan, don vi danh gia nguy ca mat an toan thong tin mpg 
khi có yeu cAu. 

Tren day la Ke hoach Ung pho six c6 dam bao an toan thong tin mpg tren 
dia ban tinh Tay Ninh; Uy ban nhan dan tinh yeu CALI Thu twang cac so, ban, 
nganh tinh; Chu tich UBND cac huyen, thi xa, thanh ph6 nghiem titc trien khai 
thvc hien. Trong qua trinh thvc hien neu c6 kilo khan, vuong mac de nghi cac don 
vi, dia phuang phan anh kip th6i ve So' Thong tin va Truyen thong de tong hop 
bao cao Uy ban nhan dan tinh chi dao giai quyet./. 

Nol nhOn./4-- 
- CT, cac PCT; 
- Van phong Tinh ity; 
- Cac so, ban, nganh tinh; 
- UBND cac huyn, thi xa", thanh pho; 
- LDVP; 
- Phong KGVX; 
- Luu: VT, VP UBND tinh. 
Trish. 	jc 

Trap Van Chiln 
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